
T his is a high level summary 
of 15 Calls to Action in federal 
cybersecurity culled from 
the 10th Annual Billington 

CyberSecurity Summit. Over 75 
top experts from around the world 
gathered on September 4-5, 2019 
in Washington, DC for the world’s 
leading government cybersecurity 
summit. From this rich content and 
new updates, Billington CyberSecurity 
commissioned a top journalist to 
summarize 15 calls to action for you 
in this whitepaper.

INTRODUCTION

On the cybersecurity front, the federal 
government is moving swiftly from a 
crouch-and-defend posture to a mode 
of active threat hunting and response. 
This change is manifest in a myriad of 
changes in policy, guidance, technology, 
and practices. But the big picture is 
clear. The darkening threat landscape 
presents a call to action. Government 
and industry are responding.

15 CALLS TO ACTION 
in Federal Cybersecurity for 2020

A Report from the 10th Annual Billington Cybersecurity Summit
By Tom Temin
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BUILD THE NECESSARY CYBER WORKFORCE 
Find, “people who understand the implications of the technology we are building, who know how 
to apply them ... and know whether they work or don’t work.” That’s according to Dean Souleles, 
Chief Technology Advisor to the Principal Deputy Director of National Intelligence at the Office of 
the Director of National Intelligence (ODNI).

True, the government is often at a disadvantage when it comes to cyber recruitment. To obtain 
talent, you need to appeal to a sense of mission and patriotism, said Dr. John Zangardi, then the 
Chief Information Officer (CIO) at the Department of Homeland Security. But, he added, the 
government also has incentive pay authorities, and direct hiring authorities to at least get around 
the otherwise slow federal process. He said DHS human capital officials are working on a special 
new hiring system just for cyber talent.

Industry is also working on how it hires cybersecurity talent. Chris Valentino, Vice President of 
Information Warfare and Cyber Survivability at Northrop Grumman Mission Systems, advised 
organizations to source people with a diversity of skillsets— not just direct cybersecurity 
experience but also analysts and operationally skilled people. He said Northrop Grumman 
expands its searches to a diversity of geographic areas, not just the ones near the location of a 
federal client it will be working with. And, he said, don’t overlook the idea of retraining and re-
deploying people proven in other functional areas who are open to reskilling.

SEED THE WORKFORCE OF THE FUTURE
Jennifer Walsmith is Sector Vice President and General Manager of the Northrop Grumman 
Mission Systems Cyber & Intelligence Mission Solutions Division. Responding to a question on 
use cases for public-private partnerships, she cited Northrop’s partnership with the Air Force 
Association to inspire K12 students toward careers in cybersecurity. In 2018, it fielded more 
than 6,000 high school and middle school teams in cyber competitions. Walsmith called them 
the cyber warriors of the future. A recent code-a-thon had young coders working on a hard 
problem posed by the National Security Agency.

If cyber is a people challenge, then a capable workforce is absolutely critical, said Grant 
Schneider, the Federal CISO at the Office of Management and Budget. He advised looking for 
cyber cup competitions. Consider rotational programs to move people from agency to agency so 
they can grow skills and enhance talent in an agency.

He pointed to the launch of the cybersecurity reskilling academy, which has now graduated its 
first two cohorts.

“How can we take federal employees who are looking to learn a new skill, learn cybersecurity, 
and move into a new career?” Schneider said. “How can we leverage their dedication to the 
government, their understanding of what it takes to get stuff done in the federal enterprise and 
then teach them cybersecurity?” 
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WHAT ARE THE TOP CALLS TO ACTION FOR  
FEDERAL CYBERSECURITY LEADERS IN 2020?
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DEVELOP A DATA STRATEGY FOR AI, ML, AND AUTOMATION
The data required to understand and mitigate threats grows exponentially. Deploying AI will 
take cooperation among actors in several domains. Said Brad Medairy, Executive Vice President 
at Booz Allen Hamilton, “One of the things that we as a community have been struggling with 
is, how do we bridge the gap between government, the developers, Silicon Valley and the 
community to provide the data [government] needs to build and tune their algorithms.”  

Swami Sivasubramanian, Vice President of Amazon Machine Learning added, “Get executive 
buy-in on your machine learning strategy really working well (as it is a pre-cursor to ML), and 
get your talent really skilled in machine learning,” so coders don’t spend so much time on data 
preparation and cleaning. 

Rebecca McHale, the Chief Information Officer of Booz Allen Hamilton, said automation will at 
least take tedious tasks off analysts. She added that it’s wise to couple modernization efforts 
with cybersecurity efforts. That sentiment was echoed by Sean Roche, Associate Deputy 
Director for Digital Innovation at the CIA, who said that in addition to upskilling people, his 
team “devotes ourselves to the ruthless annihilation of legacy systems.” He said patience in that 
regard is a weakness and a security problem.

The case for artificial intelligence and machine learning in cybersecurity is clear, but it leads to 
the need for a strong data strategy.

Make sure you can trust the cyber data you’re feeding your analytics and AI programs, said Dr. 
Lynne Parker, the Artificial Intelligence Assistant Director at the White House Office of Science 
and Technology Policy (Dr. Parker is also now the Deputy CTO for the U.S. Government).  
Data poisoning attacks can render data useless but looking normal, she said.

“We have to curate our data, train against that data, integrate those models into our systems 
that were just never built to have AI in them.” That’s from Air Force Lieutenant General Jack 
Shanahan, Director of the DoD Joint Artificial Intelligence Center.

Shanahan stressed the importance of a strategy for “data access, data quality, data content, 
data classification, and data formats and standards.”

Complicating such an effort is that every one of his 24 cyber service providers “was collecting 
cyber data a little differently.” Shanahan is establishing a cyber data framework, in conjunction 
with U.S. Cyber Command, the National Security Agency, and the service providers themselves, 
for data curation and content, sharing, and storage.  

ACTION 3

“Get executive buy-in on your 
machine learning strategy, 
get your data strategy really 
working well (as it is a pre-
cursor to ML), and get your 
talent really skilled in machine 
learning.”—Swami Sivasubramanian, 
Vice President of Amazon Machine Learning 
(pictured in center)
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BRING OTHERS INTO THE CYBER ORBIT
Cybersecurity and information technology staffs ultimately protect data that’s crucial to the 
operations of programs. Katie Arrington, the CISO for the Office of the Under Secretary of 
Defense for Acquisition at the Defense Department, said that DoD is also retraining program 
managers to build cyber resiliency into weapons systems and critical infrastructure.

You often hear that organization leaders – CEOs, cabinet secretaries, and the like – must be 
in tune with and accountable for cybersecurity threats to operations, data, and organizational 
credibility. Well, so should the mid-level people who make the wheels turn.

The CIA’s Sean Roche, said he had to “deploy and devote resources to up-skilling the mission 
and program people,” those directly affected by cyber threats.

And “you need the missions to be telling us what the problems are,” the ODNI’s Souleles said.

KEEP UP WITH MAJOR NEW POLICIES AND STANDARDS 
Two in particular to keep in mind. 

First, DoD’s Arrington said her major effort now is a rewrite of the DoD 5000 series 
instruction, the fundamental acquisition guidance document.

“The key word, and everyone should hear it loud and clear, is that we are changing our 
culture. Our culture is security.” Cost, schedule, and performance have no value if what 
the department receives is unsecured, she added.

Second, Dr. Ron Ross, Fellow at the National Institute of Standards and Technology, 
noted the release of a new version of Special Publication 800-160, Rev. 2 – that deals 
with the standards and controls necessary for cyber resiliency.

Ross said the new document was 18 months in development. The earlier versions 
stressed penetration resistance, or what Ross called “our one-dimensional strategy.” But 
with cloud and mobile computing, potential attack surfaces extend in several directions 
to the cloud and to an organization’s mobile computing architecture.

“This addresses how we can make our systems less brittle,” Ross said, “so they can 
operate even in a compromised, degraded status...by limiting damage in breaches.” That 
is, making them survivable even in multi-dimensional attacks. Ross likened this approach 
to operating like a human body with an immune system. It covers everything from micro 
grids to enterprise IT systems. 

ACTION 4
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GET UP TO SPEED ON CERTIFICATIONS 
Supply chain risk management (more on that later) has become important for both the 
Defense Department and civilian agencies, not merely in statute but in practice. And now 
there’s a certification system, to be administered by third-party brokers, that vendors will 
need to get familiar with.

It’s the Cybersecurity Maturity Model Certification (CMMC). Arrington called it a major new 
initiative to “institutionalize cybersecurity standards throughout DoD.” The plan is available 
in draft for comment. It incorporates standards and controls found in SIO 2700 and in 
several guidance documents from the National Institute of Standards and Technology.

But the CMMC will include contractors, which hold 70 percent of DoD data, Arrington said. 
They’ll need to become certified to stay in the defense industrial base.

“Eventually source selection will be a no-go on the basis of proven security, and not a source 
selection criterion,” Arrington said. That is, a given acquisition will assume and require a given 
maturity level on the part of bidders, rather than a differentiator among them.

Consider other key certifications for the workforce as well, such as CISSP, CISM, CCSP, 
et. al.

 
ENSURE A MAXIMUM RETURN FOR THE INVESTMENT IN TOOLS
The ROI on the hundreds of millions of dollars agencies spend on cybersecurity tools each 
year is one focus of the .govCAR initiative under the DHS Continuous Diagnostics and 
Mitigation program.

CDM Program Manager Kevin Cox described .govCAR as a threat-based assessment 
of federal capabilities. It seeks to give cyber staffs a better understanding of how their 
networks and other assets look to adversaries.

It uses what Cox called a “spin fashion” to systematically look at how to get the greatest 
ROI on cyber measures. Spins look at DHS-provided services, and exemplar agency 
protections for network boundaries, end point devices, clouds and virtual data centers, 
agency data centers, and mobile device architectures.

.GovCAR looks at what techniques adversaries are using, and what they encounter, all 
aimed at helping agencies find better tools and safeguards.

Emery Csulak, CISO at the Department of Energy, also stressed the need to show the 
ROI on tools an agency buys. “How do we quantify the risks to justify the investments?” 
Csulak asked. “What was the value, what was the risk reduction? Let’s have those hard 
conversations to put a number and value on it, so we know which tools are giving us a 
return on investment.” He called this, “revalidating our risk discussion from a qualitative 
approach to a quantitative approach.”

ACTION 6

ACTION 7
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REFRESH YOUR APPROACH TO THE BASICS
Even as new technologies such as artificial intelligence enable new approaches to cyber, 
it’s important to maintain a focus on basic hygiene – contractor due diligence, patch 
management, and the use of strong authentication, Schneider said.

Another part of good hygiene is a risk-managed approach to data protection. Said the 
first U.S. CISO Greg Touhill, “Protect the crown jewels. Don’t try to protect everything 
equally.” Understand the value of your information. Implement proportionate defense for 
both classification and sensitivity.”

Schneider added, “All breaches I’ve seen had a known vulnerability and known fix that 
wasn’t installed. Doing basic stuff right, and do it again and again every day, makes it more 
difficult and expensive for our adversaries.”

This implies that old models of compliance are not adequate for today’s threat environment. 
Said Schneider, “Compliance is not a dirty word. It’s necessary but not sufficient.”

And rethink the basics of data sharing. Jerry Perullo, Intercontinental Exchange-New 
York Stock Exchange Chief Information Security Officer, emphasized the need for 
peer-to-peer data sharing on threat intelligence. Some of this is automated within a 
given domain. But it augments, not replaces, what Perullo called “narrative intelligence 
sharing” where practitioners in a sector query one another, sometime by email, “saying, 
‘Hey, we’re seeing this. Is anyone else seeing this?’ It arms our red teams” with details 
needed to plan a response.

ACTION 8

At the Billington CyberSecurity Summit last September, Christopher Krebs, Director of the DHS 
Cybersecurity and Infrastructure Security Agency (CISA), outlined the five operational priority areas for  
agency leadership.

1. Helping 99 civilian agencies secure their enterprise, using tools like CDM to have a more centralized 
approach.

2. Advising on election security, principally helping locales learn to protect their voter registration 
databases.

3. Developing strategies for soft targets, crowded places like churches and synagogues.
4. Focusing on industrial control systems, extracting insight from security researchers who in turn 

are working with sensor-generated data.
5. Establishing a whole-of-nation strategy for threats from China and other hostile nations, the 

supply chain, and emerging technologies like 5G telecommunications.

But, Krebs said “We have to be able to execute in a one agency, one team, one fight approach. It’s 
about merging capabilities that have been historically disparate across the physical infrastructure 
space” and the purely cyber domain.

CISA’S DIRECTOR CHRIS KREBS DETAILS PRIORITIES FOR AGENCY
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ACTION 9

MODERNIZE, MODERNIZE, MODERNIZE
Agencies across the government are modernizing to reduce legacy maintenance 
costs and update digital services. They should also use modernization to drive greater 
cybersecurity.

As for modernization itself, the ODNI’s Souleles made the case for artificial intelligence 
as a modernizing agent, using the example of satellite or drone surveillance of airfields. 
Analysis tools can simplify knowing if, say, the number of planes at a given location have 
changed from one pass-over to the next.

But the IC, Souleles said, needs the people with the courage to ask, “what technology 
do I need to fundamentally change the way you’re doing business, so I no longer have to 
count airplanes on runways.” By synthesizing multiple data sources, you can uncover why 
planes have departed, or why they’ve accumulated in a certain location, for instance. 

Speakers noted the need to acquire the digital foundation to support new applications 
and cybersecurity. Foundation stones include cloud, but also faster GPUs, homomorphic 
processors, field-programmable gate arrays, and field programmable gate arrays.

Then you need data. Souleles described the requirement as ‘the curated data that is 
tagged properly and formatted properly so that it can feed machine learning. Which 
means we need processes to collect that data.”

But it’s also important to fully grasp the cybersecurity implications of new technology.

Fireside Chat with the Current and Former U.S. CISO, Grant Schneider and Greg Touhill, President, AppGate Federal 
Group, moderated by Dr. Phyllis Schneck, now the CISO at Northrop Grumman. 
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BUILD ON THE CONNECTEDNESS OF MULTIPLE DOMAINS
Cybersecurity is a team sport. While one panelist after another stressed the need for 
government and industry to cooperate, teaming is more than that.

Tonya Ugoretz, Deputy Assistant Director of the Cyber Readiness, Outreach and 
Intelligence Branch of the FBI, cited a case in point, namely the National Cyber-Forensics 
and Training Alliance. It’s “where representatives of government, academia and industry 
sit together and share information primarily about cyber criminal threats to U.S. targets,” 
Ugoretz said. The group uncovered, for example, a malicious online advertising fraud 
scheme using hidden browsers to download fabricated web pages. It infected nearly two 
million users. In one case, fraudulent clicks cost legitimate businesses $29 million.

Lieutenant General Stephen Fogarty, Commanding General of Army Cyber Command, 
said, “We rarely act without a consortium of partners.”

Programs such as the Hack the Pentagon program also bring disparate parties together. 
Hack the Pentagon is a public-private partnership that also involves the Defense Digital 
Service. DDS “Bureaucracy Hacker” Clair Loroma said DDS has inked contracts with 
commercial bug bounty hunters to find and patch vulnerabilities in DoD software before 
enemies do, 10,000 so far, as a matter of fact. DDS also partnered with the Army, 
spending 10 months redesigning how the Army trains its cyber operators.

The urgency of the cybersecurity challenge is sparking new intergovernmental and 
government-to-private cooperation formats. Ed Wilson, Deputy Assistant Secretary of 
Defense for Cyber Policy at DoD, said the question came up among defense leaders over 
what the proper role of DoD is in protecting the homeland from cyber attacks.

The result was a program called Pathfinders. DoD partners with 
the Department of Homeland Security and the vertical sectors 
(and other federal departments) with which it shares information 
while encouraging cooperation among companies which 
otherwise might compete. Pathfinders, Wilson said, started with 
the financial sector. It extends information among institutions, like 
DHS and Treasury to the defense and intelligence communities. 
The focus is on indicators of compromise for systemic risk in 
the financial sector. This program also acknowledges the fact 
that nation-state actors, either directly or through proxies, are 
increasingly targeting U.S. critical infrastructure in ways that 
resemble military attacks.

ACTION 10

Teaming up in alliances, such as the National 
Cyber Forensics and Training Alliance, is “where 
representatives of government, academia and 
industry sit together and share information primarily 
about cyber criminal threats to U.S. targets.”

—Tonya Ugoretz, Deputy Assistant Director of the Cyber Readiness, 
Outreach and Intelligence Branch of the FBI (right) with Jennifer Walsmith, 
at Northrop Grumman Mission Systems (left). 

New Models of Public Private Collaboration  
panel at the 10th Annual Summit moderated by 
Will Ash at Cisco Systems (far right). 



Cybersecurity is all about protecting 
data, keeping malware from ruining 
applications, and maintaining continuity 
of operations. But Ciaran Martin, CEO 
of the United Kingdom’s National Cyber 

Security Centre, offered a higher-level view of the 
challenge. He expressed it in three lessons.

First, he said, it’s important to keep in mind what 
we’re defending. “We’ve learned confidence in 
the security of our digital lives is crucial to our 
economy and social cohesion.” He said cyber 
measures concern not only hard assets but also 
soft values, such as freedom of speech and 
confidence in elections.

Second, Martin said, don’t forget what we’re 
defending from: Nations like China, Russia, Iran, 
and North Korea launch digital attacks with an 
impunity they would never dare to presume 
physically. He cited, “the grave threat posed 
by high volume, low sophistication, rampant, 
ubiquitous, transnational cybercrime.”

He said the U.K. government was able to counter 
a North Korean attack against the British National 
Health Service. But he said the viruses the attackers 
used are available for sale on the dark web —
potentially getting into the hands of terrorist groups 
that don’t yet have destructive cyber capabilities.

Third, open nations need to think about how 
they defend themselves. “One lesson is that 
governments matter, even in open societies.” He 
said partnerships and committees, however well 
intentioned, have “a proven record of inaction.” 
Martin said the Centre, together with relevant 
agencies and ministries, “worked out what 
government can best do and only do.” For example, 
detecting threats and launching countermeasures. 
“We’ve got major programs at work to secure our 
smart metering system, our new interbank clearing 
system, our new social security payment system, 
our 5G security.”

Martin added that industry needs government help 
to make basic technology safer from “flaws in the 
basic electronic ecosystem that no company has 
the economic incentive to fix.” Britain’s Automated 
Cyber Defense program, he said, is about 
“government-backed intervention at scale to take 
away most of the harm, from most of the people, 
most of the time.” He said the effort has cut the 
U.K.’s share of global phishing from 5 percent to 
under 1 percent. The British tax authority, Martin 
said, moved from being the 16th most-spoofed 
brand in the world to the 146th.

VIEWS FROM CIARAN MARTIN, CEO OF THE U.K.’S NATIONAL CYBER SECURITY CENTRE
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THINK HOLISTICALLY ABOUT CYBER AND PHYSICAL DOMAINS
The cyber and real worlds are increasingly merging as physical systems come under 
digital control.

Karen Evans is Assistant Secretary for Cybersecurity, Energy, Security and Emergency 
Response at the Department of Energy. She said research is shifting from response to 
“how do you use smart technologies [such as] software-defined networking and deploy 
these in a way that the system is detecting so that we can protect and then respond when 
we need to.”

She added, that the IT focus in cybersecurity should widen to an operational focus 
and include resources such as industrial control systems. “The more interconnections 
that happen, that’s where we become vulnerable.” The answers entail visibility into the 
interconnected systems. “Is that valve supposed to be opening and closing, or is that an 
adversary testing to see if we can detect it?” The goal of Energy Department research is 
what Evans called self-healing operational technology. 

ACTION 11
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REFRESH YOUR CONTINUOUS DIAGNOSTICS                             
AND MITIGATION PROGRAM
CDM remains a premier federal cyber capability to manage the cyber risk to the U.S. 
government information. It’s critical to keep the government’s CDM investments at least 
at their current levels yet, at press time, the program awaited full codification by Congress 
despite the passage of a bipartisan Senate and House bill in late 2019.  It’s important 
that departments and agencies pay attention to the metrics offered by the Agency-Wide 
Adaptive Risk Enumeration (AWARE), which measures an agency’s cyber risk and its 
progress on common security practices.  With cyber risks continuing to rise, now is the 
time to keep CDM at the top of the cyber agenda. 

But far from a static program, it will undergo updates and improvements this year. Cox 
said to expect a new focus on operationalizing CDM, moving from information generation 
to better risk management. He cited pilots for three high-value asset programs and 
their most sensitive data. The pilots explore data protection, encryption and data loss 
prevention tools and incident response orchestration.

Other program improvements Cox detailed: 

●	 That initial focus will widen out to include network security management, what 
perimeters look like in the cloud-and-mobile era, what data is in clouds or on 
mobile devices, and working more closely with agencies’ high-value asset owners. 
Understanding which data constitutes the crown jewels is a necessary step in any 
risk management approach. 

●	 Improvements to the government-wide CDM dashboard. Fifty agencies are now 
connected. In FY 2020, Cox’s staff will be working to expand that roster, and to 
ensure data flow from sensors is consistent and timely. He’s working with about  
75 small and micro agencies so they can get sensors in their environments, and 
get them connected via a FedRAMP cloud with a multi-tenant dashboard. DHS 
inked a new dashboard contract in May it expects will result in a more scalable 
product, capable of taking in unlimited numbers of offices while running faster and 
giving agencies more flexible data access. 

●	 Offer a longer approved product list that will be part of CDM solutions in agencies. 
Cox said the program is speeding up addition of products, working with the GSA, 
taking into account not only product capabilities but also each vendor’s supply 
chain security.

ACTION 12
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STRENGTHEN PRIVATE-PUBLIC PARTNERSHIPS

Such partnerships “are the root of everything we can accomplish,” said Anne Neuberger, 
the Cybersecurity Director at the National Security Agency.  

More and more, partnerships among government agencies continue to flourish where 
siloed approaches were once the norm. Now there’s regular communications and 
information sharing among DHS, CISA, the intelligence community agencies, defense 
agencies, the armed services, and other civilian agencies. 

International partnerships, Neuberger noted, also have benefitted in threat-hunting and the 
establishment of standards the industry can adopt, such as the common criteria.

Agencies must also recognize the specialized, and sometimes unique, insights of 
cybersecurity companies, Neuberger said. Companies often have domain-specific 
knowledge, such as how best to protect industrial control systems. 
 

PROTECT TODAY AND KEEP AN EYE ON THE ELECTIONS  
AND RANSOMWARE
Have short term, mid-term and long-term goals to maintain the right levels of focus 
and investment.  

For the immediate future, Neuberger said, a gap in protection exists to adequately 
protect against cyber risks created by the introduction of Internet-of-Things [IoT] devices. 
Leadership here could bring industry and government together and get in front of the 
potential threats. Similarly, organizations should sharpen the focus on the protection 
of the internet infrastructure. The community needs to take steps to make abuse more 
difficult, she said, including fully implementing standards such as the DMARC [ Domain-
based Message Authentication, Reporting & Conformance] standard to guard against 
phishing, DNSSEC [Domain Name System Security Extensions] security to protect 
domains, and BGPsec [Border Gateway Protocol Security] for routing. 

Midterm, industry and government must establish stronger identity and credentialing 
management. Long term, the prevention of false identities, Neuberger said, will have the 
potential to improve not only cybersecurity but also online life in general. 

Ransomware deserves our continued vigilance with “4,000 attacks a day over the last 
number of years ... that is certainly something that would be a key concern for the 
elections,” Neuberger said.

 

ACTION 13

ACTION 14 

“Agencies must also recognize the specialized, 
and sometimes unique, insights of cybersecurity 
companies.”

—Anne Neuberger, Director, Cybersecurity, National Security Agency
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SHARE INFORMATION AMONG THE SUPPLY CHAIN
For both government and industry, as noted earlier, the security of the supply chain is 
a front-and-center challenge. It has a big cybersecurity component in the components 
and software suppliers assemble to deliver finished systems. Components are sourced 
throughout the world and supply chain security has become a matter of policy and 
therefore of compliance. 

Bob Kolasky, Director of the National Risk Management Center at DHS’s CISA, called for 
“a greater information sharing environment around supply chain risks.” He added that 
there’s a great deal more data than people might realize. 

Kolasky also said it’s important for lessons learned by large contractors with dedicated 
cyber staffs to filter down to subcontractors and small businesses generally so the safety 
perimeter, in effect, surrounds more and more of the supply chain. 

Kolasky, said that honestly brokered risk information available for sharing among 
contractors can help everyone.

“One of the things the government can do,” Kolasky said, “is to create a better information 
environment that helps businesses take advantage of the incentives they already have” to 
protect themselves and their own suppliers from cyber threats.

ACTION 15 

Billington CyberSecurity thanks the sponsor of this whitepaper, 
Amazon Web Services, for making it possible to continue our 

cybersecurity education mission and provide this whitepaper to you.

10th summit Ballroom 
where the summit sold 
out with about 1200 
attendees.
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Founded in 2010, Billington CyberSecurity has launched dozens of events in the U.S. 
and abroad which have enhanced the trust, transparency, educational awareness and 
the dissemination of best practices in cybersecurity. Events have occurred at the British 
Parliament in London, twice at the Cobo Center in Detroit focused on autos, in Denver, at 
the Washington Convention Center, and in various locations throughout the DC area.

The company is best known for its trusted annual Billington Cybersecurity Summit, now 
entering its 11th year. The summit to occur on September 8-9, 2020 at the Washington 
Marriott Wardman Park is the world’s leading government summit on cybersecurity. 
Last year, the sold out summit attracted above 1200 attendees, over 70 sponsors and 
exhibitors, and more than 75 speakers. Past faculty have included four NSA Directors, 
the President of Estonia, CISOs at Fortune 500 companies, the U.S. government CIO and 
CISO, department leaders, members of Congress, the cyber commanders of the United 
States Army, Navy, Air Force, Marine Corps and Coast Guard and senior cyber leaders 
from Singapore, U.K., Australia, Japan, Israel and Kuwait. 

For more information about the 11th Annual Summit, contact tkb@billingtoncybersecurity.com. 
The company also produces the Leadership Council Membership program which consists 
of quarterly breakfast meetings between public and private sector leaders. 

Tom Temin is a Washington, D.C. technology writer and government analyst with more 
than 40 years of journalism experience. This whitepaper was commissioned independently 
by Billington CyberSecurity. 
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